
How should FS security managers and investigators react to the increased 
focus on cyber security? 

 

                                         

 
A boy’s activity in a gaming arcade is almost certainly given little thought by security managers 
and investigators tackling the growing cyber threat. But they have something in common. Like 
the boy playing ‘Whack-a-Mole’, each time they knock down one attacker, a new one quickly 
appears nearby.  This was a view that emerged at a recent meeting of some of the Financial 
Services (FS) leading security and investigations practitioners. The meeting helped form four 
key points that answer the question above:   
 
1. Not by working alone  
In the cyber security version of ‘Whack-a-Mole’ security managers and investigators want to 
make sure that ‘nearby’ is far enough away to make the next attack someone else’s problem. 
This siloed approach may appear attractive to individual organisations (particularly if, like our 
boy in the arcade, they are good at ‘Whack-a-Mole’).  However, attendees agreed that a siloed 
approach is neither sustainable nor desirable and will lead to organisations becoming overly 
protective of their own positions at the expense of the sector as a whole.     
 
What is required is more co-operative working between, and beyond (see point 2), 
organisations. That means more sharing of threat information, more sharing of experience and 
a shared ethos inspired by fighting a common enemy. Some will argue that the sensitive nature 
of the information makes this impractical, or that fora for information sharing already exist. 
Fair challenges, but all too often the commercial sensitivity is used as a smokescreen and the 
fragmented and informal nature of the information sharing fora make them less effective than 
they should be.        
 
Internal silos also exist. Conflicting objectives or poorly linked reporting lines for investigators, 
security and IT staff will damage security or investigatory activity. Often relationships between 
internal departments are under developed. Organisational structures need to recognise this 
and become better aligned to ensure that the combined force is greater (not less) than the sum 
of its parts.  
 
2. Working more effectively with regulators, law enforcement and industry bodies  
Beyond organisations own structures, the nature of co-operative working also needs to extend 
to other stakeholders.  FS organisations respond to regulatory pressure and greater focus on 
cyber issues from, among others, the FCA and the ICO has increased that pressure. However, 
some question whether regulators always focus on the right areas and whether they are well 
equipped to do so. This can lead to instances where organisations are ‘ticking boxes’ rather 
than effectively addressing the cyber threats to which they and the sector are exposed.  
 
Rather than embedding an approach dominated by compliance organisations should seek to 
work proactively with regulators, industry bodies and law enforcement agencies. Some of this 
activity already takes place. Members of the Association of British Insurers (ABI), sponsor the 
Insurance Fraud Enforcement Department (IFED), a section of the City of London Police. A 
similar arrangement exists for the Dedicated Cheque and Plastic Crime Unit (DCPCU), another 
City of London Police unit, sponsored by Banks. Many believe that prosecutions by these 
agencies act as a deterrent and in doing so reduce fraud. They also point to an effective funding 
model. Positive though these relationships are, they are neither ubiquitous nor entirely 
cohesive. 
 
A broader approach would help create a virtuous circle of activity across the financial services 
sector. Within that circle, FS organisations could act as a hub, sharing information with 
industry bodies such as the ABI and British Bankers Association (BBA) and jointly advising and 
lobbying regulators on areas where their day-to-day experience highlights cyber threats to 
individual organisations and to the FS sector as a whole.  



                                                 

Collectively the group could also work with central government agencies, such as the 
Communications Electronic Security Group (CESG). That might provide FS organisations with 
useful ‘macro’ information about threats. In return, FS organisations could advise CESG on how 
to better articulate cyber threat and guidance information. 
  
3. Understanding and quantifying cyber threats 
Experience indicates that few organisations measure their cyber threats in a way that supports 
effective, risk-based management decisions. Organisations that make decisions without 
understanding and quantifying their exposure to the full range of cyber threats may invest and 
deploy countermeasures in a way that is disproportionate to the threats that they face. That 
may lead to a continued exposure to unacceptable risks or conversely over investment in 
addressing threats that represent a lower level of risk.  
 
The absence of a single, common definition of cyber risk or cyber crime makes it even more 
important that organisations can describe and quantify the risks they face in a clear and 
consistent manner.  Some practitioners at the workshop felt that beyond the means by which 
they were performed, few cyber crimes were new. Just like blowing open a safe, they argued, 
the use of a KVM switch to divert funds was still stealing money from a Bank. There was 
however recognition that the ability to commit such crimes remotely significantly reduces the 
risk of detection and prosecution. That in turn has a significant impact on investigating such 
crimes.   
 
The need to prioritise investigatory activity on areas where it will have the greatest impact 
adds further weight to the need for organisations to be able to understand, identify and 
quantify the cyber related threats they face. Meeting attendees recognised that an 
organisation’s greatest risks may be internal, but also that media attention sometimes distorts 
the magnitude of external threats.   
 
4. Showing the business value of investment  
The discussion reached consensus that senior management and board support for security and 
investigatory initiatives was most easily achieved when a plausible return on investment (ROI) 
could be demonstrated. However there was also recognition that demonstrating a return on 
investment was not always easy.  Executive management expect business cases presented with 
clear financial models for both expenditure and savings. Organisations that cannot quantify (in 
cash terms) the costs of risks and cost benefits of risk-reducing security or investigatory 
initiatives, will struggle to get senior management attention and support. Where clear cost-
based business cases are made, there are often positive ‘knock-on’ effects, as senior support 
leads to more co-operative internal working between departments. This effect will be 
enhanced if organisations can demonstrate the wider benefits of security or investigatory 
initiatives.  
 
An example cited at the meeting was that of building products or services where the design 
reflected, and reduced, the risk of litigation. A component of that ‘litigation readiness’ strategy 
was the provision of an eDiscovery platform that provided additional, quantifiable benefits by 
reducing the number of backups taken for recovery purposes.   
 
Looking forward 
The ‘Whack-a-Mole’ approach is neither sustainable nor desirable and improvements in 
addressing and investigating cyber threats are needed.  This paper has set out four areas of 
activity that we believe will help make that improvement and begin to answer the question:  
“How should FS security managers and investigators react to the increased focus on cyber 
security?”  


