
autoCRET—cyber 
risk evaluation tool 

Who?   

First August and Edinburgh Napier University supported by Government funding 

What ? 

A cyber risk evaluation tool that: 

 Helps you identify, assess and quantify the cyber risks to which you are ex-
posed 

 Helps you quantify the cost of recovering from cyber risks  

 Allows you to compare your risk profile with that of your peers 

 Calculates the Annual Loss Expectancy (ALE) for each cyber risk 

 Calculates the  financial cost/saving of deploying additional controls to miti-
gate risks (ROI) 

Where?   

A prototype of the tool will be trialled in Scotland and the other areas in the UK.  

When?   

Throughout September and October information gathering meetings will take 
place with clients who have signed up for the prototype. A full launch will take 
place later in the year. 

Why?   

As the impact of cyber risks increases companies that are not able to quantify 
their exposure will not understand the cost of a cyber risk event, nor the extent 
that their controls demonstrate a good ‘return on investment’. They will also be 
poorly positioned to determine which of the 4 Ts (Terminate, Treat, Transfer, 
Tolerate) is the most appropriate approach to specific risks. 

How?    

The assessment is produced by the following steps:  

 Informed through consultation with you and prepopulated cyber risk and 
threat profiles we establish your most significant risks.  

 Working with you to confirm threat, likelihood and remediation costs com-
bined with calculations embedded in autoCRET, we calculate your annual 
loss expectancy (ALE) for each risk. 

 After collating information from a number of companies we produce a re-
port showing your position relative to that of your peers together with com-
mentary of what conclusions can be drawn from the comparison. 

 When a new control is proposed we use autoCRET to evaluate the reduction  
it will have on the likelihood of an event occurring and, based on that, the 
saving or cost associated with deploying the control. 
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Benefits of using autoCRET 

 Better understanding of your cyber 
risks, their potential impact and the full 
cost of responding to cyber risk events 

 Demonstrable cost benefit analysis for 

cyber risk controls 

 Evidence for  senior management, 
boards, auditors, regulators and insur-
ers that you have a clear, quantifiable 
risk-based approach to identification 
and management of cyber risks.  

 Potential reductions in cyber risk inci-
dents, reduced levels of regulatory 
scrutiny and lower cyber insurance 
premiums.      


